City of New Prague — Questions for IT Managed Services RFP

Are you able to provide an up-front inventory of in-scope architecture, technical inventories,
architecture information, configuration data, licensing details, security tooling specifics,
operational metrics, or future-state planning information?

Vendors should develop proposals based upon the information provided in the RFP and clearly
document any assumptions used in developing their response.

Who currently provides IT support for the City, and is the current model an incumbent MSP,
internal IT staff, or a hybrid arrangement?

The City currently utilizes an MSP-supported model supplemented by internal departmental
coordination.

Is the City seeking a full replacement of current IT support, a co-managed model, or another
structure?

The City is seeking proposals for a comprehensive managed services partnership as described in the
RFP, and will evaluate based upon responses received.

Will the current provider and/or internal IT contact be available for transition meetings and
knowledge transfer?

The City anticipates facilitating reasonable transition activities with the selected vendor.

What is the expected transition period from current provider to the selected MSP?

The transition timeline will be established during contract negotiations and onboarding planning.

What operational maturity goals does the City want the selected MSP to help achieve?

The City seeks service quality, accountability, cybersecurity, documentation, lifecycle planning,
vendor coordination, resiliency, reporting, and strategic technology governance in accordance with
requirements established in the RFP.

Are the approximately 60 users and 82 workstations inclusive of all shared-use, department-
specific, golf course, public safety, and remote-site devices across all five locations?

Yes.
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For each application listed, is the MSP expected to provide direct support or vendor
coordination only?

Expectations will vary by application and vendor relationship. The City generally expects the MSP to
provide coordination and ownership of issue resolution regardless of the underlying support model.

What are the required Recovery Time Objectives (RTO) and Recovery Point Objectives (RP0)?

The City expects vendors to recommend appropriate recovery objectives based upon system
criticality and industry best practices.

Is the MSP expected to provide and manage a new backup solution, or manage the City's
existing backup solution?

New backup solution, provided by vendor.

Is the MSP expected to monitor and manage network infrastructure or coordinate with
existing vendors only?

The City expects the selected MSP to provide proactive management and monitoring of supported
infrastructure, with vendor coordination as required.

What cyber insurance requirements must the proposed solution satisfy?

The selected vendor will be expected to support reasonable cybersecurity controls consistent with
municipal best practices and insurance requirements in effect at the time of contract execution.

Is the MSP expected to manage user lifecycle, MFA, and identity services?

Yes, the City anticipates identity and access management activities being included within the
managed services scope.

For SCADA and utility systems, is the MSP expected to provide direct support or vendor
coordination only?

The City anticipates a combination of direct support and vendor coordination depending on the
specific system and vendor relationship.

Is the MSP responsible for supporting the golf course POS application itself?

The City generally anticipates vendor coordination for specialized applications and direct support for
the supporting infrastructure.

Which police and public safety systems require direct MSP support?

The selected MSP will be expected to support the underlying infrastructure and coordinate with
application vendors where applicable.
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Should hardware, licensing, backup storage, security tools, and project labor be priced
separately or bundled?

Vendors may propose their preferred pricing structure but should clearly identify all recurring and
non-recurring costs.

How does the City distinguish between managed services and project work?

Vendors should describe their proposed approach and assumptions regarding managed services
versus project activities.

Are there any services not explicitly addressed in the RFP?

Vendors should identify any assumptions, exclusions, or recommended services they believe should
be considered.

With reference to Section 4 - City Operations and Technology Environment, what is the
current hosting model for core systems (on-premises, cloud, or hybrid)?

The City operates a mixed technology environment that includes on-premises, cloud-hosted, and
vendor-hosted solutions. Vendors should base their proposals on the information provided in the
RFP and clearly identify any assumptions.

Are Microsoft 365 services currently in use? If so, which workloads and licensing tiers are
deployed?

Microsoft 365 services are utilized within the City’s environment.

Is there an existing Azure or other cloud tenant environment in place today?

Detailed architecture information will be provided to the selected vendor as appropriate during
onboarding.

Can the City provide a current network diagram covering LAN/WAN, fiber connectivity, and
wireless infrastructure?

Detailed network diagrams will not be distributed during the procurement process. Relevant
documentation will be made available to the selected vendor during transition and onboarding
activities.

What networking vendors and hardware (firewalls, switches, routers) are currently in use
across all sites?

The City utilizes a variety of networking technologies across its facilities. Vendors should develop
proposals based on the operational requirements identified in the RFP.
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What endpoint management tools are currently used for desktops, laptops, and mobile
devices?

The City currently utilizes endpoint management capabilities within its environment. Detailed
tooling information is not required for proposal development.

Are mobile devices (Apple/Android) centrally managed through an MDM/MAM platform?

Mobile device management capabilities exist within the City’s environment. Vendors should describe
their recommended approach for managing and securing mobile devices.

Can the City provide a list of critical applications (ERP, GIS, public safety, POS, permitting
systems, etc.)?

The RFP identifies the major operational environments and application categories currently utilized
by the City. Vendors should propose services capable of supporting a diverse municipal application
portfolio.

Which applications are cloud-hosted versus on-premises?

The City utilizes a combination of cloud-hosted, vendor-hosted, and on-prem applications. Detailed
application inventories will be provided during transition activities as appropriate.

How are IT and OT environments currently segmented or secured (e.g., network isolation,
firewalls)?

Detailed network segmentation information will not be distributed during the procurement process.
Vendors should describe their recommended approach to IT/OT security, segmentation, and
operational resiliency.

What level of MSP involvement is expected for OT systems (monitoring, administration, or
coordination with vendors)?

The City anticipates a combination of direct support and vendor coordination depending upon the
specific system, operational requirements, and vendor relationships involved.

Are there third-party vendors supporting SCADA or OT systems today, and what coordination
is expected?

The City expects the selected MSP to effectively coordinate with third-party vendors and maintain
ownership of issue resolution and operational communication, in collaboration with applicable third-
party vendors.
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What SCADA/OT systems are in scope, and is the MSP expected to directly manage them,
monitor connectivity, coordinate vendors, or provide incident response?

Detailed information regarding specific SCADA/OT systems, architecture, and vendor relationships
will not be distributed during the procurement process. The City anticipates a combination of direct
support, infrastructure support, security support, and vendor coordination depending upon the
specific system and operational requirements.

What are the expected service desk hours (business hours vs. 24x7x365 support)?

The City expects vendors to propose a support model aligned to departmental operational
requirements, including support for public safety and operationally critical systems. Vendors should
propose a severity classification and escalation framework aligned to municipal operations, public
safety, utility operations, and industry best practices.

Are there defined service level agreements (SLAs) for response and resolution times? If so,
can they be shared?

The City expects vendors to propose SLA frameworks aligned to operational criticality and industry
best practices.

What is the expected ticket prioritization or escalation framework?

Vendors should describe their proposed incident prioritization, escalation, and communication
processes as part of their response.

What level of on-site support is expected across the City’s locations?

The City expects a combination of remote and on-site support sufficient to meet operational
requirements across all in-scope facilities.

What level of vendor management is expected from the MSP (oversight vs. full ownership)?

The City expects the selected MSP to provide proactive vendor coordination and maintain ownership
of issue management through resolution.

Can the City provide more detailed information on department-specific applications and
systems (e.g., Police, Utilities, Golf Club)?

The RFP is intended to provide sufficient information for vendors to develop responsive proposals.
Additional department-specific details will be shared with the selected vendor as appropriate during
transition and onboarding activities.
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Does the City expect the MSP to handle workstation procurement, imaging, deployment,
lifecycle replacement, warranty coordination, and disposal?

The City expects vendors to describe their capabilities and recommended approach for endpoint
lifecycle management, procurement support, deployment, warranty coordination, and asset
retirement.

For each major application, is the MSP expected to provide application administration,
infrastructure support only, or vendor coordination only?

Expectations will vary by application and vendor relationship. The City generally expects the MSP to
provide ownership of issue coordination and support resolution regardless of the underlying support
model.

What responsibility does the MSP have for the municipal fiber infrastructure itself versus the
network equipment connected to it?

The City expects the MSP to support and coordinate management of network infrastructure
necessary to maintain reliable operations. Specific responsibilities will be finalized during contract
negotiations and onboarding.

Does the City require or prefer a SIEM for SOC or just EDR/MDR?

The City is seeking recommendations from vendors regarding appropriate cybersecurity monitoring,
detection, and response capabilities based upon the operational environment and risk profile.

Does the City currently have VoIP /telephony and physical surveillance/access control
systems that will fall under the MSP scope?

The City utilizes telephony, surveillance, and access control technologies within its operational
environment. Vendors should describe their capabilities supporting these technologies and any
assumptions regarding scope.

Which of the platforms are currently in use at the City's utilities and operational sites?

The City utilizes a variety of operational technologies and vendor-supported platforms. Vendors
should propose services based upon the requirements outlined in the RFP.

Does the City prefer an all-inclusive flat rate, or is a tiered/a la carte model acceptable?

The City is open to different pricing approaches and encourages vendors to propose the model they
believe best aligns with the City's requirements and operational objectives.

Is there a not-to-exceed budget or expected annual spend range the City can share?

The City has not established a public budget target for this procurement and encourages vendors to
submit their most competitive and appropriately scoped proposal.
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Is the municipal fiber network City-owned and self-maintained, or managed by a third-party
provider? What role is expected of the MSP?

The City maintains municipal fiber infrastructure supporting its operations. Vendors should describe
their experience supporting and coordinating management of fiber-connected environments.

Regarding backup and disaster recovery, does the City currently have any backup or DR
solutions in place that the MSP would inherit, or is this expected to be built from the ground
up?

Vendors may propose management of existing capabilities, enhancements, or alternative approaches
as part of their response.

Does the City currently have a CJIS Security Policy compliance program in place, or is the MSP
expected to establish one?

The City maintains public safety operations subject to CJIS/BCA requirements. Vendors should
describe their experience supporting CJIS-compliant environments and associated security
obligations.

Are there existing cybersecurity tools currently deployed that the incoming MSP would take
over and manage?

Detailed tooling information will be provided to the selected vendor as appropriate during transition
activities.

Beyond CJIS/BCA, is the City's electric utility subject to NERC CIP or other energy sector
regulatory requirements?

The City is not seeking specialized NERC CIP compliance services as part of this procurement.

Does the City currently have an asset inventory or lifecycle tracking system in place, or will
the MSP be expected to establish one?

The City expects the selected MSP to support asset management, lifecycle planning, and related
governance activities as part of the managed services relationship.

Are the Apple/Android mobile devices currently enrolled in an MDM solution, or is MDM
expected to be part of the MSP scope?

The City expects vendors to describe their approach to mobile device management, governance, and
security as part of their proposed solution.
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Is there a current MSP or internal IT staff in place, and will the City facilitate structured
knowledge transfer with documentation handoff?

The City currently utilizes an MSP-supported model and anticipates facilitating reasonable transition
and knowledge transfer activities with the selected vendor.

What is the anticipated contract term, and are there renewal options or performance-based
review clauses anticipated?

Contractual details will be finalized during negotiations with the selected vendor.

The questionnaire includes Company Profile fields for employee counts, revenue, and
financial information — is this information required or optional?

Vendors are encouraged to provide complete responses to all requested proposal components to
assist the City in evaluating organizational capability, capacity, and stability.

Will finalist interviews be conducted in person or virtually?

Interviews may be conducted in person, virtually, or through a hybrid format and will communicate
interview logistics to shortlisted vendors at the appropriate time.

Can the City provide a current technology inventory, including servers, virtual machines,
cloud services, firewalls, switches, wireless access points, backup systems, major applications,
and security tools currently in use?

Detailed technical inventories will not be distributed during the procurement process. Vendors
should develop proposals based upon the information provided in the RFP and clearly document any
assumptions.

Can the City provide historical support ticket volume for the past 12 months?

Historical ticket metrics are not being provided as part of this procurement. Vendors should propose
a support model aligned to the operational requirements identified in the RFP.

Which services and systems are expected to be included in the fixed monthly managed
services fee versus handled as separately scoped project work?

Vendors should clearly identify what services are included within recurring managed services fees
versus separately scoped project work and document any assumptions used in developing their
proposal.



61. Does the City expect the selected MSP to use the City’s existing tools and licenses, or should
bidders include their own tools in proposed pricing?

Vendors may propose management of existing tools, replacement tools, or a hybrid approach and
should clearly identify all associated costs and assumptions.

62. Clarify the expected onsite support model, including regular onsite cadence, emergency onsite
response expectations, and whether local presence is required?

The City expects a support model that combines remote and on-site services sufficient to meet
operational requirements across all in-scope facilities. Vendors should describe their proposed
approach and response capabilities.

63. For the Police Department and other 24x7x365 operations, what systems are considered
mission-critical, and what after-hours response expectations apply?

Public safety, utility, operational technology, and other operationally critical systems should be
considered high-priority environments. Vendors should propose appropriate after-hours support,
escalation, and response capabilities.

64. Can the City clarify the MSP’s expected role in OT /SCADA environments?

The City anticipates a combination of direct support, infrastructure support, security support, and
vendor coordination depending upon the specific system and operational requirements.

65. Can the City provide a list of key third-party vendors and applications?

Detailed vendor and application inventories will not be distributed during the procurement process.
Vendors should base proposals upon the operational environments and requirements identified in
the RFP.

66. What are the City’s current backup and disaster recovery arrangements?

The City currently utilizes backup and recovery capabilities within its environment. Vendors may
propose management of existing capabilities, enhancements, or alternative approaches as part of
their response.

67. Can the City describe its current cybersecurity baseline?

Vendors should describe their recommended approach to cybersecurity, monitoring, resiliency, and
compliance support.



68. Are there any known recurring issues, high-risk systems, aging infrastructure, unsupported
software/hardware, or planned modernization projects the City expects the selected MSP to
address?

The City seeks a proactive technology partner capable of identifying, prioritizing, and addressing
operational risks, lifecycle concerns, and modernization opportunities as part of an ongoing managed
services relationship.

69. What contract term, renewal structure, and desired start date should bidders assume?

Please refer to the RFP for contract term, renewal, and procurement schedule information.
Additional details may be finalized during contract negotiations.

70. Does the City have preferred SLA categories or minimum response/restoration expectations,
or should bidders propose their own SLA framework?

Vendors should propose an SLA framework aligned to municipal operations, public safety
requirements, operational criticality, and industry best practices.

71. Should bidders include a one-time onboarding, discovery, documentation, and transition cost
separately from the recurring monthly managed services fee?

Vendors should clearly identify any one-time onboarding, transition, discovery, or implementation
costs separately from recurring managed services fees.

72. Are hardware, software, licensing, telecom, ISP, warranty, and third-party vendor costs
expected to be included in the managed services price, passed through at cost, or quoted
separately as needed?

Vendors should clearly identify all pricing assumptions and distinguish recurring managed services
fees from hardware, software, licensing, telecommunications, project, and third-party costs.

73. What s the historical monthly volume of on-site support dispatches required across the five
listed city locations?

Historical support metrics are not being provided as part of this RFP. Vendors should propose a
support model aligned to the operational requirements identified in the RFP.

74. To what extent are the SCADA, WonderWare, and Rockwell utility systems covered under
active vendor maintenance contracts?

The City utilizes vendor-supported operational technology platforms. Detailed vendor support
arrangements will be provided to the selected vendor during transition activities as appropriate.
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Does the Police Department expect an on-site technician to arrive within a specific hourly SLA
during after-hours emergencies?

Vendors should propose response and escalation frameworks appropriate for public safety, utility,
and other operationally critical environments.

Does the City currently own its IT service ticketing platform, or is the MSP expected to supply,
host, and migrate into their own system?

Vendors should describe their proposed service management approach and any assumptions
regarding ticketing, documentation, and support platforms.

Are there specific municipal ERP platforms in use that will require system administration or
vendor coordination support?

The City utilizes a variety of municipal applications and expects the selected MSP to provide vendor
coordination and support management where appropriate.

How is the Emergency Operations Center (EOC) currently supported? Are there specific audio-
visual, radio, or specialized emergency dispatch systems in scope for the MSP?

The City maintains emergency response and public safety capabilities appropriate to municipal
operations. Vendors should identify any assumptions regarding specialized systems included or
excluded from their proposed scope.

What is the estimated or approved annual budget for these managed services, or what is the
historical annual spend?

The City has not established a public budget target for this procurement and encourages vendors to
submit their most competitive and appropriately scoped proposal.

Is there any local preference scoring points allocated to vendors with physical offices in
Minnesota, or are out-of-state proposals evaluated on an identical scale?

Proposals will be evaluated in accordance with the criteria identified in the RFP. However, the ability
to provide on-site support is one of the evaluative criteria that will be assessed.

Will the City require the MSP to provide audit logging reports for CJIS/BCA compliance on a
regular recurring basis?

Vendors should describe their capabilities supporting audit logging, reporting, compliance
monitoring, and CJIS/BCA-related operational requirements.



